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                Objectives 

  What to look for in a web page  
  What to click or not click in a web page 
  What to lookout for in email 
  What to click or not click in email 
   What to report and How 
  Tips on Safety  
  How to Avoid  
  Resources of information  
  Questions  

 



             Google search ….for this will return this many items…. 
             530,000 results (0.67 seconds)  information overload. 



  Don’t let this happen to you! 



Look for signs of a secure webpage 

Save financial transactions for home 

Keep sensitive info to yourself 

Avoid scams 

Protect sensitive personal information  

Lock shows after click sign-in 



    Check if Website is Legit 

Look at the website address in the address 
bar of your Internet browser to verify that 
the website or links you have clicked on 
did not redirect you elsewhere.  

Verify that the website's checkout or 
payment page is Secure Sockets Layer 
(SSL) secured to protect your credit card 
number and other personal information 
you enter.  

SSL secured pages will begin with "https://"  
instead of "http://"] at the beginning of the 
web address. 



        Check the lock Icon 
 Click the lock  icon to check the  site. 



 FBI Cybercrime Division Virus 



Ctrl F4 

Close pop-up messages carefully 

   
Don’t be tricked into downloading malware 

 

             If  [Ctrl + F4]  does not close the  browser   

then hold down the power button to turn off the computer. 



Learn how to  

spot scams 
 

 Suspicious email address 

 Generic salutations 

 Alarmist messages 

 Grammatical errors 

 Requests for personal info 
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     What to look for in Email 





 A term is used for emails that claim 

to be from your bank, a reputable 

business or a government agency 

 Criminals ask for personal 

information such as Social Security 

numbers or account numbers to 

steal funds and/or steal identities 

 

 

 

                  Phishing 



                                                 Tips 

• Most organizations – banks, universities, companies, etc. 
 - don’t ask for your personal information over email. Beware of 
requests to update or confirm your personal information. 

• Do not open attachments, click links, or respond to email 
messages from unknown senders or companies.  

• Don’t access your personal or banking accounts online from a 
public computer or kiosk. 

• Beware of “free” prizes; if you think an offer is too good to be 
true, then it probably is. 

• Make sure you change your passwords often and avoid using the 
same password for multiple accounts.  

             Fraud & Phishing 



 E-mails that ask recipients to 

provide their bank account number 

to help them share in a big pot of 

money 

 If you respond to these letters you 

will lose your money 

 

 

 

 

            Nigerian Letters 



In 2015, approximately 3.3 million Americans were the 

victims of technology support scams, suffering a total 

loss of $1.5 billion. Microsoft is working to spread 

awareness about how to best protect yourself and 

your family from digital fraud.  

According to some estimates, seniors 

comprise 30 percent of fraud victims 

                The Numbers 



•  Home Improvement Fraud 

•  Debt Relief Fraud 

•  Funeral Fraud 

•  Reverse Mortgage Scams 

•  Investment Scams 

• Telemarketing Fraud 

 

 

 Top Ten Scams, Schemes, and Frauds 

• Internet Fraud 

•  Lottery and Sweepstakes 

Fraud 

•  Phony “Government” Scams  

•  Grandparent Scam 
 



AARP Magazine  
 

Phone Cheats 
Tech support, bill 
collectors.   
IRS Threats 
$47 million in three years. 
Hacking Tax Professionals’ 
PCs with bogus software. 
 

Scare Tactics 
Fear briefly shuts down 
brain logic to react 
impulsively 
 

A New Way of Payoff 
Wire Transfers 
Prepaid cash cards 
 



1: Defend your devices  

Strengthen your devices’ defenses -  Avoid downloading malware 
 

2: Protect sensitive personal information 

Look for signs of a secure webpage (https://) - Save financial transactions for home 

Keep sensitive info to yourself 

3: Create strong passwords 

Use unique, long, and strong passwords & PINs - Keep them secret 

4: Take charge of your online reputation 

Pay attention to what’s online about you - Cultivate an accurate, positive reputation 

5: Use social networks more safely 

Use Settings or Options to manage your privacy - Accept new friends wisely 

Be careful what you post 

 

 

 

 
 

 
 

           Top tips for online safety 

http://go.microsoft.com/?linkid=9746222
http://go.microsoft.com/?linkid=9677458
http://www.microsoft.com/security/online-privacy/passwords-create.aspx
http://go.microsoft.com/?linkid=9708812
http://go.microsoft.com/?linkid=9681791
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• Avoid filling out forms in emails or on websites that ask for 
personal information 
 

• Only open attachments from known senders 
 

• Do not click on links in unsolicited emails 
 

• Contact business that supposedly sent the email to verify 
 

• Look for the small yellow lock icon that appears in the 
browser window 
 

• Do not click on Internet “pop ups” 

      How To Avoid  Internet Fraud 



Call the police 

You may need a police report to help you 

prove that you were a victim 

Contact your state and local law  

     enforcement agencies such as your 

     district attorney’s office or the state 

     attorney general 

      If you become a victim... 



                  Summary 

                                   Government Contacts 
            Federal Trade Commission: www.ftccomplaintassistant.gov  
            FBI’s Internet Crime Complaint Center: www.ic3.gov  

http://www.ftccomplaintassistant.gov/
http://www.ic3.gov/


National Council on Aging  
https://www.ncoa.org/economic-security/money-management/scams-security/top-10-
scams-targeting-seniors/ 

Identity Theft Resource Center 
http://www.idtheftcenter.org/ 

SCAMS AND SAFETY  -  FBI 
https://www.fbi.gov/scams-and-safety/common-fraud-schemes/seniors 

                Resources 

Microsoft tech support scam: www.support.microsoft.com/reportascam 
 
 AARP Fraud Watch Network: www.aarp.org/fraudwatchnetwork 
 
Federal Trade Commission: www.ftccomplaintassistant.gov  
 
FBI’s Internet Crime Complaint Center: www.ic3.gov  
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                A PDF file is available here: www.web2sons.com  

http://www.web2sons.com/

