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nat to look for in a web page

nat to click or not click in a web page
nat to lookout for in email

nat to click or not click in email
What to report and How

Tips on Safety

How to Avoid

Resources of information

Questions




S Seniors scams & fraud - X

< c | @ https://www.google.com/?gws_rd=ssl#g=5eniors+scams+%26+fraud

GOOGLE Seniors scams & fraud L Q

All MNews Images Videos Shopping More Settings Tools

About 530,000 results (0.67 seconds)

Free Internet Scam Help - Non-Profit Org, Info & Assistance
ERE wwwidtheftcenterorgl =

Recognized by the FTC
Highlights: Provides Toll-Free & No-Cost Case Mitigation, Provide Victim AL

https/fwww.ncoa.org/economic-security/.../scams.../top-10-scams-targeting-seniors,/ ~

E> Top 10 Senior Financial Scams | NCOA
Jump to The grandparent scam - The grandparent scam is so simple and so
devious because it uses one of older adults” most reliable assets, their

hearts.

Fraud Against Seniors — FBI
hittps-/www. fbi.gov/scams-and-safety/common-fraud-schemes/seniors =

Senior citizens should be especially aware of fraud schemes targeting their
... too ashamed at having been scammed, or don't know they have been
scammed.

Google search ....for this will return this many items....
530,000 results (0.67 seconds) information overload.







Protect sensitive personal information

-

> Look for signs of a secure webpage

» Save financial transactions for home

> Keep sensitive info to yourself

> AVOId S Cam S ‘ ﬂ eBay, Inc. [US]  signin.ebay.com/ws/eBaylSAPLAI?Signinduru=http%3A%2F%2Fwww.ebay.com2F

1 )

Lock shows after click sign-in eby




Check if Website Is Legit

Look at the website address in the address
bar of your Internet browser to verify that
the website or links you have clicked on
did not redirect you elsewhere.

Verify that the website's checkout or
payment page is Secure Sockets Layer
(SSL) secured to protect your credit card
number and other personal information
you enter.

SSL secured pages will begin with "https://"

instead of "http://"] at the beginning of the
web address.




Check the lock Icon

Click the lock icon to check the site.

Yahoo X Microsoft account | Dashbo | + = X
&€ 5 O @ |8 e x| = % &

& Ho Website identification

VeriSign
A has identified this site as

www.yahoo.com

Groups Mobile More v

Your connection to the server is encrypted.
Should | trust this site?

Relieve Your Joints with Morning Knee Routine for Ages 60+
Just 1 Small Change

- w Trending Now
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FBI Cybercrime Division Virus

Vou # ascess [ NN

Your Pronder Undefined
3 Lecstion % United State S
The ICE Cyber Crime Center ™=

Possible volations are descnbed below

Artcie - 174. Copyrighnt
Imprisonment for e term of up 10 2-5 years
(The use or shanng of copyrighted Nes) Afine Yom 13,000 up 0 23 000 USD

Artcie . 182 Pormography

Imprisonment for the term of up 1o 2-3 years All diegal actratres conducted
(The use o ASTDUBON of pOMOSraphic files) Afne rom 18 000 up 10 25.000 through your computer have been
Uso recorded in the police database,
Articie - 184. Pornography involving children (under 18 yoars) mncluding photos and wdeos from

IMprisonment for he term of up 10 10-15 years furth
(The use O SHMDUBON of DOMOGraphic files) A Bine om 20 000 up 1o 40,000 your camera for ientibcation
uso You have been registered by wewng

Artcie . 104. Promoting Terrorism poenography imohng mnors
Imprisonment for the term of up 10 25 years wiinout appeal

(Visting the websfies of leronst groups) A fne from 35 000 uwp 1o 45.000 USD

Wilh property confiscation

Articie - 68, The distribution of virus programs

impaisonment for the term of up 10 2 years 69[\ ]
(The development or SISTOUBON of VrUS Programs which have caused harm 1o dot Moneypak
& Sna Samm TR AN s 00 OB L IO

NOor rrr A




Don’t be tricked into downloading malware

>Close pop-up messages carefully

Microsoft Intermet Explorer

Attention!

Your PC is infected with spyware.

Warning|

Your private data (Credit Card numbers, address, etc)
may be used by criminals.

Click "0K" button to get list of available AntiSpyware products.

- Ctrl | F4]

If [Ctrl + F4] does not close the browser
then hold down the power button to turn off the computer.




What to look for in Email

From: Hotmail Customer Care [MorHezi?S@adatum.com]b
Sent: Thursday, September 18, 2008 8:31 PM
Subject: Verify Your Account now To Avoid It Closed

. Windows Live Hotmail

Dear Account User: »

CONFIRM YOUR WINDOWS LIVE ACCOUNT SERVICES. VERIFY
YOUR HOTMAIL ACCOUNT NOW TO AVOID IT CLOSED !! b

This Email is from Hotmail Customer Care.

Due to the congestion in all Hotmail users and removal of
all unused Hotmail Accounts, Hotmail would shut down all
unused Accounts, You will have to confirm your E-mail by
filling out your Login Information below or your account
will be suspended within 24 hours for security reasons.

*USErName: .veeeereer e

* PaSSWOId: .o ssesisisssiinns

* Date of Birth: .o
* Country Or Territory: ...............

Warning!!! Account owner that refuses to update his/her
account after two weeks of receiving this warning will lose
his or her account permanently.

Sincerely,
The Windows Live Hotmail Team

Learn how to
spot scams

Suspicious email address
Generic salutations
Alarmist messages

Grammatical errors

VVYVVY

Requests for personal info



RN 4 ¥ (= |5 **SPAM** Best way for good earn (51500 per week) - Message (HTML) — O

File | Message

A3 nalm-isles % &* (= Mark Unread - = = -__-]
X @ as @ e B 2]

'L-.?; To Manager = % Categorize -

= @

-~ Delete Reply Reply Forward B, - ) — Move Translate Zoom
& All = 2 Team E-mail - - 23~ ¥ Follov: up = = [s ~
Delete Respond Quick 5teps = Move Tags u Editing: foom
From: info@web2sons.0rg Sent: Thu 12/29/2016 5:06 AM
Ta: info@web2sons.org ' 0 s
Cc -
Subject: =*SPAM*** Best way for good earn 2500 per wee a) 1
.. - Gl
Hi info,

There is couple ways how you can earn merniey on the internet.

Let's sum up the TOP3:

1) Video blogs - this is a new trend, you make videos and make money.

Here is an example of video that can make you money.

2) Investing on the markets. | personally used this system and it was working for

me: go there.
3) Find a unique thing and promote it. That will make you famous.

So this is it.
Check one of those and make the best out of it.
| have tested a lot of things, websites so you don't have to do it yourself

Cheers,
Arnulfo Cherry




Phishing

v Aterm is used for emails that claim
to be from your bank, a reputable
business or a government agency

v' Criminals ask for personal
Information such as Social Security
numbers or account numbers to
steal funds and/or steal identities



Fraud & Phishing

Tips

* Most organizations — banks, universities, companies, etc.
- don’t ask for your personal information over email. Beware of
requests to update or confirm your personal information.

* Do not open attachments, click links, or respond to email
messages from unknown senders or companies.

* Don’t access your personal or banking accounts online from a
public computer or kiosk.

* Beware of “free” prizes; if you think an offer is too good to be
true, then it probably is.

* Make sure you change your passwords often and avoid using the
same password for multiple accounts.



Nigerian Letters

v' E-mails that ask recipients to
provide their bank account number
to help them share in a big pot of
money

v If you respond to these letters you
will lose your money



The Numbers

In 2015, approximately 3.3 million Americans were the
victims of technology support scams, suffering a total
loss of $1.5 billion. Microsoft is working to spread
awareness about how to best protect yourself and
your family from digital fraud.

v'According to some estimates, seniors
comprise 30 percent of fraud victims



Top Ten Scams, Schemes, and Frauds

Home Improvement Fraud ¢ Internet Fraud

Debt Relief Fraud  Lottery and Sweepstakes

Funeral Fraud Fraud

Reverse Mortgage Scams . phony “Government” Scams
Investment Scams

« Grandparent Scam
 Telemarketing Fraud



Your Money
’ Scam Alert

SN\

BY SID KIRCHHEIMER

FRAUDS TO
WATCHFOR
NEXT YEAR

New twists on old con games
may snare you

HE YEAR MAY be winding down,
but not the ploys that have proved
most successful for scammers. Here
are the top fraud trends—and what
to watch out for in 2017.

PHONE CHEATS

Fraudsters let their fingers do the stalking,
especially when targeting older Americans.
Crooks will call you, claiming to be tech-sup-
port workers who are hunting viruses, util-
ity company bill collectors or even your own
grandchildren calling for help from a Mexican
jail. In other variations, con artists make pitch-
es for credit cards, extended warranties, and
phony sweepstakes and lotteries.

Often they depend on robocalls. The top 40
scam campaigns accounted for the majority of
all robocalls this year, reports Pindrop Labs,
which tracks telephone fraud.

The newest trend: Identity thieves phone
corporate call centers, posing as customers
to make illicit bank withdrawals or get loans.
Crooks often get names, Social Security num-
bers and other sensitive data from previous
phone scams, explains Ken Shuman, head of
global communications at Pindrop.

IRS THREATS

Phone calls from fake IRS agents have net-
ted crooks about $47 million in three years,
according to the Treasury Department. The
scam will continue next year, but with a twist:
The newest likely target will be people with
college loans, who are threatened with arrest
and other penalties unless a nonexistent “fed-
eral student tax” is immediately paid.

Go to aarp.org/fraudwatchnetwork to learn more
- ~ i
about identity theft and avoiding scams.

BULLETIN / “eal

ossibilities [

Meanwhile, the IRS reported a fourfold
surge in tax-related phishing and malware in-
cidents early during this year’s filing season.
These included the hacking of tax profession-
als’ computers with bogus software updates
that allow the criminals access to clients’ per-
sonal and financial data.

SCARETACTICS

Like other strong emotions, fear briefly shuts
down your brain’s logic centers and makes you
more likely to react impulsively. In the year
ahead, you may encounter frightening but
faux threats of arrest, lawsuits and financial
ruin for supposedly missing jury duty or not
paying a bill.

And some scams are even more frightening:
those that include threats of physical harm,
such as the “hitman hoax” that seeks pay-
ment to cancel a supposed contract on your
life, and the “virtual kidnapping” con that of-
ten includes background screams and pleas by
criminals posing as loved ones who are alleg-
edly being tortured and held for ransom.

A NEW WAY OF PAYOFF

Antifraud groups have raised public awareness
that a request for payment by wire transfers
and prepaid cash cards usually signals a scam,
and the Federal Trade Commission has made it
illegal for telemarketers to ask for payment that
way. As a result, many scammers have turned
to iTunes gift cards as their preferred payment
method. In 2017, watch out for come-ons to pur-
chase a card, load money on it and then pro-
vide the 16-digit code. It’s a fast and virtually
untraceable way to steal your money.

Sid Kirchheimer is the author of Scam-Proof Your
Life, published by AARP Books/Sterling.

AARP Magazine

Phone Cheats

Tech support, bill
collectors.

IRS Threats

S47 million in three years.
Hacking Tax Professionals’
PCs with bogus software.

Scare Tactics

Fear briefly shuts down
brain logic to react
impulsively

A New Way of Payoff
Wire Transfers
Prepaid cash cards




Top tips for online safety

1: Defend your devices

Strengthen your devices’ defenses - Avoid downloading malware

2: Protect sensitive personal information

Look for signs of a secure webpage (https://) - Save financial transactions for home

Keep sensitive info to yourself

3: Create strong passwords

Use unique, long, and strong passwords & PINs - Keep them secret

4: Take charge of your online reputation

Pay attention to what’s online about you - Cultivate an accurate, positive reputation

5: Use social networks more safely

Use Settings or Options to manage your privacy - Accept new friends wisely

Be careful what you post


http://go.microsoft.com/?linkid=9746222
http://go.microsoft.com/?linkid=9677458
http://www.microsoft.com/security/online-privacy/passwords-create.aspx
http://go.microsoft.com/?linkid=9708812
http://go.microsoft.com/?linkid=9681791

How To Avoid Internet Fraud

Avoid filling out forms in emails or on websites that ask for
personal information

Only open attachments from known senders
Do not click on links in unsolicited emails
Contact business that supposedly sent the email to verify

Look for the small yellow lock icon that appears in the
browser window

Do not click on Internet “pop ups”

20



If you become a victim...

v'Call the police

You may need a police report to help you
prove that you were a victim

v'Contact your state and local law
enforcement agencies such as your
district attorney’s office or the state
attorney general



Government Contacts
Federal Trade Commission: www.ftccomplaintassistant.gov
FBI’s Internet Crime Complaint Center: www.ic3.gov



http://www.ftccomplaintassistant.gov/
http://www.ic3.gov/

Resources

National Council on Aging

https://www.ncoa.org/economic-security/money-management/scams-security/top-10-
scams-targeting-seniors/

Identity Theft Resource Center
http://www.idtheftcenter.org/

SCAMS AND SAFETY - FBI
https://www.fbi.gov/scams-and-safety/common-fraud-schemes/seniors

Microsoft tech support scam: www.support.microsoft.com/reportascam

AARP Fraud Watch Network: www.aarp.org/fraudwatchnetwork

Federal Trade Commission: www.ftccomplaintassistant.gov

FBI’s Internet Crime Complaint Center: www.ic3.gov
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A PDF file is available here: www.web2sons.com



http://www.web2sons.com/

